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PROBLEM TO BE SOLVED: To prevent encipherment-protected data from being illegally used due to an altered 
decoding support program. 

SOLUTION: Receiving a decoding instruction, a decoding device 100 temporarily stops operation of a CPU. An 
address detection part 103 monitors memory accessing of the CPU and acquires a store address Pr of an 
instruction code that issues the decoding instruction. A cipher authentication part 102 authenticates a cipher key. A 
decoding support program authentication part 104 acquires the authentication range designation (pre, post) from the 
cipher key, calculates a message summary number using a unidirectional hash function about an area covering Pr- 
pre through Pr+post, and compares the calculation result with the message summary number contained in the 
cipher key to authenticate the correctness of the decoding support program. When this authentication succeeds, a 
data decoding part 101 acquires a cipher decoding key from the cipher key and decodes the enciphered data. 
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